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THE POWER ROLE OF INFORMATION
AND COMMUNICATION TECHNOLOGIES

Information and Communication Technologies, or ICT for short, are indispensable to manage the 
energy networks of the future, in which distributed energy resources play an important role. Already 

development and growth of the power grid. 

Several trends in ICT for power are instrumental in shaping the energy networks of the future.  

PROVIDING UNIVERSAL CONNECTIVITY

ICT creates universal connectivity between a large variety of grid devices, both big and small power 
production resources, network nodes, and local loads. This provides new and better technical foun-
dations for online distant control of highly distributed networks on an increasingly large scale. Uni-
versal connectivity is a key enabler for the proper management of any future energy network. 

MANAGING SERVICES OVER INTERNET AND WEB

ICT provides new ways for real-time interaction between suppliers, distributors, and customers in 

Service Oriented Architectures enable new electronic services based on two-way communication 
between suppliers and customers. Automated demand response, balancing services, and dynamic 
pricing, buying, and selling of power in real time, are just a few of the new services due to the ap-
plication of advanced ICT.  

INCREASING THE INTELLIGENCE OF THE GRID

Advanced ICT, especially in software and information systems, effectively injects intelligence into 
the grid. The electricity system inherited from the 20th century has been a reliable but centrally 

renewable energy resources, top-down hierarchical control of the grid no longer meets the modern 
-

dination, and control of the grid to serve the customer. To achieve this, ICT is a crucial ingredient.  

MAKING THE CRITICAL INFRASTRUCTURES OF

ICT AND POWER WORK TOGETHER

The networks for power and for ICT are both infrastructures highly critical to the functioning of 
-

search is to make these two critical infrastructures work together better, as this is a key component of 

self-learning and self-healing. This philosophy of achieving distributed intelligence in the electrical 

report.
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“ESTABLISHED ICT TECHNOLOGIES

INCLUDING INTERNET AND WEB, ARE CAPABLE ALREADY TODAY

TO CATER FOR MANY OF THE FUNCTIONALITIES OF

FUTURE SMART ENERGY NETWORKS.

THE POWER INDUSTRY SECTOR HAS HOWEVER NOT YET REAPED

ALL THE BENEFITS FROM AVAILABLE ICT OPPORTUNITIES.”
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INNOVATING GRID ARCHITECTURES

a large scale. To that end, they must incorporate a high level of distribution automation, with impor-

If we look at the current state of the art in ICT and ask what concepts are best suited for the emerg-

with multi-agent technology, electronic markets can be used much more widely at a smaller scale as 
a foundation for various technical coordination functions in the grid or in customer services. 

-

devices, and communicate with other agents about the allocation of resources. If they are designed to 
negotiate about production or consumption of electricity and/or ancillary grid services, and commu-
nicate this to the controller software of the represented devices, the grid would become much more 

different applications in the power system. 

GRID CELLS AND SMART GRID AUTOMATION DEVICES

Figure 1: 
Grid architecture: 
the cell concept.
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-

-
stations. Two agents are shown at the left and the right, together with their internal cell area. The role 

has to perform in communicating with other grid cells. 

-

-
posed cell concept may thus help to coordinate the different levels of ICT access inside the network, 

-
pectations, is sent upward to the higher levels of the grid. There, this information is progressively 
aggregated and processed, whereby the global balance is checked and the main decisions are taken. 
If, as a result, the declared power reserve is able to act on this aggregated information in real time, 

-

Figure 2: Agent-based Smart Grid Automation Devices within a 
Large-Scale Virtual Power Plant.

AGENT-BASED FAULT HANDLING

performance measurements. 
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-

real-time network simulator. This creates a dynamic environment in which one can easily test the 
-

cation protocol allows one to determine a realistic minimal overhead when transmitting fault data 
from different stations. Communication tests have been done with an elementary cell composed of 
two interconnected medium voltage feeders, always assuming open loop operation as used today by 
utilities.

Figure 3: Layout of a grid cell, with the communicating SGAD agents managing 
the EPS services and their link to the HTFD fault diagnosis tool. 

TESTS OF FAULT DETECTION, LOCALIZATION,
ISOLATION, AND RECONFIGURATION

-

a massive insertion of distributed energy resources. 

steps:

the decision is taken to try to isolate the faulty section.

launched.
6. The normal situation is validated, and a reset of the system is performed to be prepared for a 

circuit-breakers and of the fault current magnitude by the digital protection relay.

Switch ON

FPI

Switch OFF

Agent
HTFD
Agent
HTFD
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Figure 4: HTFD fault diagnosis tool used in parallel 
with an automatic re-closing system.

MODULAR COMMUNICATION AND FUNCTION BOXES FOR EPS APPLICATIONS

-

-
cient to indicate a single location in the network, another evaluation is launched after 2 seconds, and 
so on. The fault detection application is not too much constrained by the automatic re-closing system 

These results open up the opportunity to drastically reduce the time of interruptions observed today 

electrical power systems. 
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“CELL-BASED ARCHITECTURES

WITH SMART GRID AUTOMATION DEVICES

ARE A BASIS FOR FUTURE DISTRIBUTION AUTOMATION”
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INTELLIGENT SUPPLY-DEMAND MATCHING

-

Integrating an increasing proportion of renewable energy sources with intermittent and partly unpre-

to the need for more distributed generation in the power grids to spread the risks. 

BOTTOM-UP FEATURES OF AN INTELLIGENT GRID

-

contribute to total grid stability. This also holds for the power pricing and market aspects. Introduc-

intelligent and more dynamic way than today.

-

nodes from both the supply and demand side. The way to satisfy such needs is to have a bottom-up 
rather than top-down architecture of the physical power distribution grid and its accompanying ICT 

result.

-

intelligence are of paramount importance in this respect: 

-

These ICT developments will strategically impact the energy industry sector by enabling new types 
of electronic energy services. 

ELECTRONIC POWER MARKETS FOR MASSIVE DISTRIBUTED COORDINATION

An intelligent grid infrastructure poses challenges to power network design but also provides new 
instruments for optimal and cost-effective operation of the grid. One is the use of electronic power 
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-

auction-like fashion about their willingness to produce or consume power. 

Figure 5:  
Day-ahead market price 
variations for Norway, 
Denmark-West, and  
The Netherlands in 2003.
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production/consumption on a daily basis, and communicate this to the transmission system operator 

compensated by the TSO through contracting “regulating power”. The costs of this real-time balanc-
ing process are put on those parties in the market with a deviation from their forecast. 

By combining several energy resources into a commercial cluster, and by readjusting their combined 

FIELD TESTS OF A REAL-TIME POWER IMBALANCE REDUCTION SYSTEM

balancing through electronic market methods in an intelligent grid. The real-time imbalance system 

-
cally reducing the imbalance in a real-world portfolio of a commercial trader. The intermittent char-
acter of sources such as wind farms is an important cause of the portfolio imbalance. The imbalance 

Figure 6: Imbalance price in The Netherlands in 2003. 

network in a residential and a small local industrial area. The demand side in the portfolio consists of 
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-
ed based on the outcomes of the electronic market, using agent algorithms operating over an ICT 

four seasons over 2005-2006.

SOME LESSONS LEARNED

The concept of power balancing via agent-based electronic markets turns out to work successfully. 

on the local cluster “market”. The price formation process based on the electronic market then     

4

-

www.powermatcher.net

An important general conclusion is that current mainstream ICT
for such advanced distributed energy service applications that connect to the process control systems 
of customers. Agent technology, using algorithms from micro-economic market theory for massive 

-

for market and business models, however, is that current commercial approaches for pricing and 

“FIELD EXPERIMENTS WITH AUTOMATED ELECTRONIC MARKETS

SHOW SIGNIFICANT POWER IMBALANCE REDUCTIONS”
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DISTRIBUTED VOLTAGE MANAGEMENT

load shedding was applied. By the end of the last century also voltage controlled load shedding was 

voltage circuit breaker, letting a whole village or a major part of a town without electricity. The large 
disturbances in power systems around the world in recent years clearly show the need for better 
tools to mitigate widespread disturbances approaching a system breakdown. 

INTELLIGENT LOAD SHEDDING

The concept of “intelligent load shedding” can be divided into different areas, answering the clas-
where, when and how much to shed. One side of the concept is to apply intelligent 

methods to identify the power system conditions under which load shedding should be applied 
when

where and how much -

These algorithms are a powerful support tool for the system operator during critical situations.

-

by any utility or system operator with to-

schemes including the most modern ICT, 
based on agents and bilateral online nego-

well-proven technology and suitable prod-
ucts are available.

-

on the interaction between load and supply in 

three phasor measurement devices have col-
lected data from faults and disturbances in 
the radially fed power grid on the Swedish 

-
erable amount of wind power generation is 
present and planned. 

Figure 8: Power grid on the 
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UNDER-VOLTAGE AS A GOOD INSTABILITY INDICATOR

on load response to a disturbance comprising the combined effect of loss of generation and loss of 

restoration process.

The simplest way to detect a near voltage instability is by under-voltage relays. The voltage level 
is a good criterion, but the settings of the protection scheme have to be adjusted to each individual 

-

Figure 9: Recordings from mid Sweden during the blackout on 23 September 2003. 

a voltage instability scenario. It is important to measure the voltage on the transmission system level, 
since transformer tap changers will keep up the voltage on lower levels during the event.

ON-LOAD TAP-CHANGER CONTROL

The major disturbances throughout the world clearly illustrate the need for different modes of volt-

shows the tap-changer position for a power transformer, from the transmission level to the sub-trans-
mission level in the affected area, at the end of the Swedish blackout. The tap changer is designed 
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Figure 10: Transformer tap-changer position by the end of the Swedish blackout.

band. Thus, it compensates for the voltage drop across the power transformer impedance caused 

-

transmission system, such as a slow power system voltage decrease. 

GREAT POTENTIAL FOR IMPROVEMENT

voltage of the power transformer in order to make decisions about the OLTC position. Such a prin-

capability to measure the power system voltage on both sides of the power transformer, as shown 
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-

The following typical actions can then be taken:

• Under-voltage load shedding.Under-voltage load shedding.

-

variations it can also be used to improve time coordination of the OLTCs connected in series as well 

CONCLUSIONS FOR IMMEDIATE IMPLEMENTATION

guidelines that can be immediately implemented in any power system: 
Load shedding can be much improved

can be saved in a critical situation by: smooth load relief achieved by cell-structured intelligent 
communication and control systems, keeping track of load objects suitable to shed, and agent-
based methods to identify the power system conditions in order to decide where, when and how 
much load to shed.

2. Voltage levels are good candidates to identify voltage instability problems and can be used 
to initiate load shedding
learned that the voltage levels in the transmission system are good indicators to identify trans-

-
ding.
Use the more intelligent tap-changer controller. Tap changers may be the component that 

that also include the upstream voltage in the algorithm are available, and provide a superior 
solution to this problem. 

“UNDER-VOLTAGE IS A GOOD GRID STABILITY INDICATOR

IN CRITICAL SITUATIONS. GREAT IMPROVEMENTS

ARE POSSIBLE WITH SIMPLE MEANS, AMONG THEM

INTELLIGENT ON-LOAD TAP CHANGER CONTROL”
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DEPENDABILITY AND SECURITY OF
CRITICAL INFRASTRUCTURES

-
sources are to be designed for dependability, security, and adaptivity. In fact, the future grid architec-
tures consist of the energy system coupled to embedded information systems, so that we have to deal 
with the interdependencies between two critical infrastructures. Simultaneous protection of critical 

Basic services that ICT systems must provide in a dependable and secure way are:

• Support observations and maintenance of the integrated ICT-power systems.

FROM SCADA TO SERVICE ORIENTED ARCHITECTURE

-
cal hierarchical architecture that, indeed, closely mirrors the hierarchical structure of the classical 
power grid. This rigidity is a major drawback in view of the emerging distributed power networks 

systems in recent blackouts. 

-

-
tally as well as in the classical vertical manner.

Figure 12: Service 
Oriented Architecture. 

To achieve such goals, new information systems architectures have recently emerged in ICT that are 

-

5

Connectivity and data transport

Middleware

Service #1 Service #3Service #2

Support for control
and maintenance of
business processes
and grid operations
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www.wg14.com

dependable and secure ICT systems more than those built on Internet standards alone. 

PERFORMANCE OF ICT NETWORKS AND PROTECTION OF THE GRID

-

-
ferent protocols and their performance.

criteria.
prioritize the routing of packages to meet real-
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SECURE SOFTWARE EXECUTION

is that it has been oriented towards assuring correct execution
successfully tested different mechanisms supporting assessment and protection of the run state of 

• Immunization
-
-

of feedback from a failure model to improve system dependability as well as support for trace-
ability and forensics.

• Detection before the system has a chance of becoming 
prevent the 

environment.

• Reducing system consequences -

without this protection.

-
cro- or milliseconds.

CHALLENGES AHEAD

-
nisms for security and dependability must be able to work both at the level of technical grid opera-
tions and the level of supplier-customer business processes. The ideal situation would be that the 
same framework for dependability and security applies to both levels. This is clearly one of the 
challenges ahead. 

-
dation both for technical operations such as fault detection and grid protection, and for higher-level 
business services such as commercial supply-demand matching. So, these very different applica-
tions can be modelled on the same service oriented platform.
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Figure 14: Coordination patterns in future virtual power plants.

grid back to a “green” state. Such an integrating secure business model for future virtual plants has 

INFORMATION PROTECTION

Information protection in such a setting can be based on the same principles as outlined earlier for 

“information = representation + interpretation

-
nesses and limitations, among them scalability and maintenance issues. 

Figure 15: Dialogue models provide ways to analyse system coordination patterns. 
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processing. The backbone of such an approach 
is to analyse the overall coordination patterns, and then introduce constraints that disable system be-
haviours unwanted from the protection point of view. This can be modelled with the help of dialogue 

-

carry out tasks such as bidding. Their dialogue is a transaction process, in which their bids contain 
private information items about their predicted need for power and the prices they are willing to 

services that will be important in future cell-based grid architectures and virtual power plants. 

“EFFICIENT ICT COMMUNICATION

IN ELECTRICAL POWER SYSTEMS IS POSSIBLE

WITH THE IP INTERNET PROTOCOL;
SPECIAL MECHANISMS FOR SECURE EXECUTION

PROVIDE PROTECTION”



ELEKTRA: THE ELECTRONIC POWER MARKET GAME

control via electronic markets works for virtual power plants.

Commercial DER clusters manage and optimize their own power 
production and consumption, by real-time dynamic resource 
and price negotiations on a local electronic power market. 
The same principle underlies the CRISP multi-agent technology 

(see also www.powermatcher.net). 
  
Over 100 participants simultaneously played ELEKTRA  
at the First International Conference on the Integration 
of DER and RES, in Brussels in December 2004, 
organized by the EU Cluster IRED.

WWW.IRED-CLUSTER.ORG
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INTELLIGENT AGENTS AND
ELECTRONIC MARKETS

-

of energy network functions and services.  These innovative technologies are the ones that make the 

AGENTS

-

-
cussed in Chapters 2-5. On their own, they provide a form of local intelligence, as they can locally 
reason about available information and act upon that. The real strength of agents, however, appears 

share relevant information, one can build forms of networked or global intelligence -

6

What is an Agent?

• Is self-contained software program
- Modular component of distributed & networked IS

• Acts as representative of something or someone 
(e.g. device or user)

• Is goal-oriented: carries out a task, and
embodies knowledge for this purpose
- Relative independence or “autonomy”

• Is able to communicate with other IS entities
(agents, systems, humans) for its tasks 
- info exchange, task delegation, negotiation

• Principle of local information and action
• Agent task types: info management, 

transactions, distributed control  
A “Society” of Intelligent Devices
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E-MARKETS

-

-
ity at high prices from its utility. This discrepancy between the low retribution prices and the high 

local electricity trading 

the cold store actually needs it. The possibility of direct local trading would save money for each 
market

local electronic power market, where prices are established according to the supply and demand of 
power in the local cluster or cell.

Conceptually, intelligent agents act on electronic markets in very much the same way humans do on 

Figure 17: A software agent establishes its preferences, collects relevant information, 
and on this basis constructs bids on an electronic power market.

-

way. 

DECENTRALIZED CONTROL

utility
functions or demand functions

Preferences
Load Characteristics
Load State
Forecasts
Etc.

Bid
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kind of functions.

include dynamic price information. Thus, electronic markets provide a principled foundation for 

Figure 18: (a) Classical utility and demand function, 
and (b) non-classical utility function and corresponding (non-continuous) demand. 
The latter also occur in power e-markets. 

ALGORITHMS

-

not going to work in the open, online, and Internet-based environments of today. 

that handle fully distributed and online situations with dynamic prices. Generally, suitable market 
-

tion that displays multi-commodity dependencies in the agent preferences. 
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-

as well as market computations stay manageable. 

wide range of distributed power applications. 

SCENARIO SIMULATION STUDIES AND RESULTS

-

different scenarios and grid structures have been investigated.  

production with large wind energy parks may be accommodated in the grid with less transmission 
capacity using local demand response. 

active on the day-ahead market. They show how the use of electronic markets as supply-demand 
power matchers is able to reduce the need for regulating power. 

-

markets are a promising mechanism for future ICT-supported power grids. 

“AGENTS, ELECTRONIC MARKETS,
AND SERVICE-ORIENTED ARCHITECTURES

ARE THE ICT MEANS TO MAKE THE GRID

INTELLIGENT AND SELF-ORGANIZING”
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Figure 19: Electronic market simulation of the amount of power imported 
by a residential LV cluster from the MV grid during a day, demonstrating 

“LOCAL ELECTRONIC POWER MARKETS

REDUCE PEAK POWER IMPORT

AND DECREASE FLUCTUATIONS”
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ICT TO BUILD THE SMART POWER
NETWORKS OF THE FUTURE

-

• Software agents and electronic markets are advanced ICT technologies that enable decentral-

• Agents in cell-based grid architectures are able to carry out advanced fault detection and han-
dling functions. 

and consumption, and reduces regulating power needs. 

• Under-voltage is a good grid stability indicator that can be used in critical situations as a starting 
point for intelligent load shedding. Great improvements may be achieved here with relatively 
simple means, among them more intelligent on-load tap changer control.

-

-

protecting power systems interlinked with ICT information systems in a robust and standard-

large-scale virtual power plant. 

-
vironment.

energy resources.  

7
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“ATTENTION MUST BE PAID TO THE ALIGNMENT

OF NEW ICT TECHNOLOGIES AND ARCHITECTURES WITH

EMERGING INNOVATIVE BUSINESS AND SERVICE MODELS

IN THE EUROPEAN MARKET ENVIRONMENT”

LIST OF ABBREVIATIONS

ICT Information & Communication Technologies

IS Information System

OLTC On-Load Tap Changer

SOA Service Oriented Architecture

TSO Transmission System Operator 
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INFORMATION SOURCES AND FURTHER READING

http://www.ecn.nl/crisp.

CRISP project deliverables, as follows:  
• Chapter 1: D1.1, D1.2, D1.3
• Chapter 2: D1.4, D1.7, D3.2B
• Chapter 3: D1.2, D1.8, D3.2A  
• Chapter 4: D1.5, D3.2C
• Chapter 5: D1.6, D2.4
• Chapter 6: D1.2, D1.8
• Chapter 7: D3.3, D4.3
A large number of journal and conference publications regarding all aspects of the CRISP work 
have been collected in the CRISP deliverable D4.3 (CRISP Dissemination Compilation Report), 
available for download from the CRISP website. 



HOW WILL INFORMATION AND COMMUNICATION TECHNOLOGIES,
OR ICT FOR SHORT, HELP REALIZE THE SMART

POWER NETWORKS OF THE FUTURE?

potential of advanced technologies such as intelligent agents and electronic markets. It discusses 

-
rity, and automatic supply-demand response. 

Thus, this report gives a clear picture of how the grid will evolve as a critical infrastructure in the 

CRISP project consortium (www.ecn.nl/crisp) 

ECN, The Netherlands (www.ecn.nl)    

ABB, Sweden (www.abb.com)    

BTH, Sweden (www.bth.se)    

EnerSearch AB, Sweden (www.enersearch.com) 

E.ON, Sweden (www.eon.se)    

IDEA, France (www.gie-idea.com)   


